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When the Taliban captured Kabul in August 2021, Imran Khan, then Prime Minister of Pakistan,
said Afghanistan had “broken the shackles of slavery”. Pakistan, which had harboured the
Taliban leadership, was largely seen as one of the victors of the Afghan civil war. But the
celebratory mood faded as the Taliban’s triumph also emboldened the Tehreek-e-Taliban
Pakistan (TTP), the Pakistani version of the Sunni Islamist insurgency. Since then, Pakistan has
witnessed a rise in terrorist attacks, especially in Khyber Pakhtunkhwa bordering Afghanistan.
Monday’s blast in a mosque in Peshawar’s highly fortified Police Line area, claiming at least 100
lives, was the deadliest in Pakistan in years and a sharp reminder of how its strategy of backing
the “good Taliban” and fighting the “bad Taliban” has backfired. A TTP faction initially claimed
responsibility, but a spokesperson denied any role. This demonstrates the divisions within the
group rather than raising doubts about its involvement. The blast bears the hallmarks of a TTP
attack — it took place in its stronghold and was targeted at security personnel. And no other
group has claimed responsibility.

The TTP and the Afghan Taliban may be organisationally different, but they are ideologically
brothers. What the TTP wants to do in Pakistan is what the Taliban have managed to do in
Afghanistan. After the 2014 Peshawar school bombing, which killed over 150 people, mostly
children, the Pakistani Army had cracked down on the group. But the Afghan Taliban’s return to
power changed the dynamics of insurgency in the border region. Mr. Khan adopted a policy of
engagement towards the TTP. The Afghan Taliban hosted talks between the TTP and Pakistan
which led to a ceasefire. But the year-long truce collapsed in November last year. Many believe
that the TTP, which used the ceasefire to rearm and reorganise itself, is now spreading terror
with greater firepower. The Peshawar blast has come at a time of continuing political instability,
with Mr. Khan leading a relentless campaign against the government, Pakistan’s currency
tanking, its foreign reserves falling, inflation soaring and the power situation remaining grim.
Unable to pay its debts, the government is in talks with the IMF for a bailout package. And now,
there is a security challenge. Pakistan should realise that its policy of selectively fighting and
selectively harbouring terrorism and extremism has done it more harm than good. It needs a
paradigm shift in its approach towards terrorism, while, more urgently, amassing its resources
and going after the TTP, which is posing the biggest internal security threat to the Pakistani
state.
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Picturesque Ladakh has been on edge ever since it was carved out as a Union Territory (UT)
from the erstwhile State of Jammu and Kashmir in 2019. After a brief period of jubilation over the
status of a separate UT, a long-pending demand from Buddhists of the region, the locals have
only grown restive. An agitation demanding the inclusion of the region in the Sixth Schedule
under Article 244 of the Constitution (special protection to tribal populations) boiled over last
week after Sonam Wangchuk, a Magsaysay winner, went on a fast. Soon after its creation as a
UT in August 2019, Ladakh came under a bureaucracy that the local population found to be
hostile and irresponsive. The constant tussle between locals, elected representatives of two Hill
Councils of Kargil and Leh, and the bureaucracy only widened over the months. Leh’s political
and religious bodies formed the Leh Apex Body (LAB) in 2020, headed by former BJP leader
and former Member of Parliament Thupstan Chhewang (he is also an elected president of the
influential Ladakh Buddhist Association). In Kargil district, political parties, including the National
Conference and the Congress, and Shia Muslim-affiliated seminaries joined hands in November
2020 to form the Kargil Democratic Alliance (KDA). Kargil, unlike Leh, is for re-joining with the
erstwhile J&K State and restoration of its special status under Article 370.

Despite the differences in their political stands, LAB and the KDA are now together over
common goals. They have put forth four major demands before the Centre, which include
restoration of full-fledged Statehood, constitutional safeguards under the Sixth Schedule,
separate Lok Sabha seats for Leh and Kargil districts and job reservation for locals. They
describe the demands as key to protecting Ladakh’s identity, culture and the fragile
environment. The Centre appears to be in a bind as the two committees it appointed to reassure
the local populations have made little headway in the last two years. In fact the second
committee appointed this year under Minister of State for Home Nityanand Rai has only
deepened local anger, as it has no mandate to address the issues being raised. Ladakh
witnessed a major military incursion from China in 2020, just 10 months after J&K’s special
status was scrapped and the erstwhile State divided. That conflict remains unresolved. In the
absence of drastic measures to assuage the locals by meeting their genuine demands, the
region will only remain embroiled to the advantage of those intent on fomenting trouble.
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Army vehicles moving towards the LAC in Leh in September 2020. | Photo Credit: PTI

A report prepared for a security conference in Delhi set off a controversy by stating that India
has lost access to 26 of 65 patrolling points along the Line of Actual Control (LAC) since the
Galwan Valley clash in April 2020. External Affairs Minister S. Jaishankar emphasised again that
no territory has been ceded to China, while the Opposition has called for the government to
clarify matters on the LAC. In a conversation moderated by Suhasini Haidar, Satish Dua and
Manoj Joshi discuss whether the government should put out a white paper on Ladakh. Edited
excerpts:

How do you see the report, prepared by a senior police officer in Ladakh, that says India has lost
patrolling access to 26 of 65 patrolling points since 2020?

Satish Dua: The Superintendent of Police in Leh would have very little experience, or exposure,
to the border patrols and patrol points. If the Indo-Tibetan Border Police (ITBP), which does
some of the patrolling, as the Army does in those parts, had brought out the report, I would have
found that more credible.

Manoj Joshi: I see it in the context of the fact that the government has not been telling us much
about the situation at the LAC. If a police officer has brought out a report for a conference of the
Director Generals of Police, sponsored by the Intelligence Bureau, the officer would have
spoken to many people, including the ITBP, to write it. The report gives specific numbers of
patrolling points, and I see no error in them. For example, if you look at the Depsang bulge, the
report has named each of the patrolling points there. I would call the report credible. It shows
that the situation in Ladakh along the LAC appears to be more serious than has been disclosed
by the government.

Looking back at all that has happened since 2020, how do you judge the government’s response
to China’s actions as distinct from the military’s response at the LAC?

Manoj Joshi: Military sources have actually been more forthcoming than the government. The
government has been fudging the issue right from the point when the Prime Minister said no one
has entered [Indian territory], and no post is lost. The fact is that the entire Depsang bulge has
been blockaded by the Chinese, and remains blockaded. And there seem to be other areas
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where Chinese soldiers have occupied our patrolling points. Some of the points are, of course,
denied to us by mutual agreement, as we have agreed to create these buffer zones along parts
of the LAC. And I think all this must be acknowledged.

Satish Dua: One must distinguish between the government’s response and the military’s
response. The government could have done better in terms of the information provided by
official sources. There is a value we place on confidentiality of operational matters, and
obviously those details can’t be shared. But some more information could have been provided
on the patrol points and buffer zones that have been created. The buffer zones have been
created by mutual agreement. And the purpose of these zones is to avoid any confrontation and
escalation.

I would also like to say that apart from the incidents at Galwan and Kailash ranges, we have not
seen any action between the two armies for over half a century. This means that our responses,
military-level talks, and WMCC (Working Mechanism for Consultation and Coordination on India-
China Border Affairs) talks have helped to ensure that the situation does not escalate whenever
the patrols come face to face. That is saying a lot, considering that both India and China are
nuclear countries.

So, do you think the government should review its communication strategy? Should it consider,
for example, publishing a white paper on China’s actions at the LAC and the Indian response
thus far?

Satish Dua: If there is lack of information in today’s era of information wars, somebody will fill up
that space. Either that space will be filled up by the other side [China] or by the disruptors in
India — armchair strategists who have less knowledge of the ground position. I think we should
have put out a little more information from official sources without disclosing any details of an
operational nature.

Look, we don’t have a national security strategy or a national defence strategy guidance
document in our country. Compared to the Line of Control (LoC), the LAC has multiple agencies
and forces working without unity of command. The responsibility for border security is with the
ITBP, which is under the Home Ministry. In recent years, the Army also patrols; it is under the
Ministry of Defence. There are special frontier force units deployed at the LAC, which are under
the Cabinet Secretariat. The WMCC is driven by the Ministry of External Affairs. There is a high-
level military dialogue as well. And there is a China Study Group which takes some tactical-level
decisions such as patrol points.

Contrast this to the LoC, where we have the Border Security Force deployed, but under the
operational control of the Army. That system has been working fine for decades. So, whether
you call it a policy directive or a white paper, we need to have better clarity on the operational
and administrative aspects of the LAC.

Manoj Joshi: More than a white paper, the government needs to re-strategise its border policy.
After the Galwan incident, the government has authorised soldiers, at least those operating in
Ladakh, to use guns to defend themselves. But we don’t know what the instructions are in the
east (Arunachal Pradesh and Sikkim), because in the December 9, 2022 Yangtse incident, the
Chinese tried to overwhelm our posts by physical force, not with guns. So, I think we need to re-
strategise the way we handle the LAC. Maybe we need to create a 5-km buffer zone on either
side of the LAC, so that Indian and Chinese soldiers never meet physically. In a white paper, the
government would have to reveal a lot of things that it doesn’t want to reveal. And I think
sometimes the government has to be given some latitude to formulate policy in a confidential
manner when it comes to national security.
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Should the government consider publishing a paper on the ground position or a map delineating
India’s claims, even if China refuses to?

Manoj Joshi: The Chinese agreed to clarify the points of differences on the LAC in 1993, but
subsequently they have stopped. They use the imprecise LAC to keep us off balance. The root
of the problem is Chinese intentions with regard to the LAC. In 2014 and 2015, Prime Minister
Narendra Modi tried to call openly for a clarification of the LAC. So, I agree that we should
simply go ahead and publish a map detailing our notion of the LAC and tell the Chinese, this is
it.

Satish Dua: Yes, we should have a precise LAC. The Chinese had, in a couple of meetings
earlier, agreed that we will exchange maps on the 22 identified flashpoints between us and them
at the LAC, but they balk at actually exchanging maps — although they did once in the central
sector give some maps. To that end, it is a good idea for us to publicly put out our version as a
map. But we must continue this process of dialogue, because then we are able to sort out
technical problems at the ground level. In fact, if anything, we must raise the level of talks,
including to the summit level. We must keep exploring those opportunities rather than always
thinking of confrontation.

Manoj Joshi: What we lost in 2020 was trust [in China]. We had built up that trust since 1993 all
the way to 2020. There were even the two summits in Wuhan and Mamallapuram. Everything
was going well. The issue is, metaphorically speaking, how can you put the toothpaste [trust]
back into the tube [relationship]? You know, despite all the 2020 events, Indian and Chinese
officials communicated 1,500 times with military officials through various hotlines and meetings.
So, there is a process. War would be a catastrophe between two nuclear-armed powers. I think
we need to do some blunt talking with China. And yes, Prime Minister Modi could tell President
Xi [Jinping] that the trust has collapsed after 2020, and it is for China to restore it. And let us
both together now try to work out some new processes and procedures to maintain peace and
tranquility.

Are there lessons for the government from previous stand-offs such as the 1986 Sumdorong
Chu stand-off or the 2013 Depsang stand-off on how to manage its public communications?

Manoj Joshi: If the government had disclosed more, the revelations in the police report would
not have been such a shock. Most Indians don’t know that access to the huge area in Depsang
bulge, about 900 sq km, is being denied to us. The government should always err on the side of
more information than less. In any case, since 2020, many foreign agencies and trackers have
put out satellite information of what has happened. Satellite imagery has given us more
information on Yangtse. So, I don’t understand why the government should hide information that
is already widely available.

Satish Dua: Sumdorong Chu taught us that patience is the name of the game, as it took seven-
eight years to sort out. But times have changed since then. This is not the mid-1980s. In this
information age, more information is required. We will have to leave the question of how much to
share to the government and the military. But yes, if the government puts out information from its
perspective, it restricts speculation.

Lieutenant General Satish Dua, former Corps Commander of the Kashmir-based Chinar
Corps, retired as Chief of Integrated Defence Staff; Manoj Joshi is Distinguished Fellow at
the Observer Research Foundation and author of Understanding the India-China Border:
The Enduring Threat of War in the High Himalayas
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The Ministry of Electronics and Information Technology has drafted a Digital Personal Data
Protection (DPDP) Bill with the stated purpose of providing “for the processing of digital personal
data in a manner that recognises both the right of individuals to protect their personal data and
the need to process personal data for lawful purposes...” A data protection law must safeguard
and balance peoples’ right to privacy and their right to information, which are fundamental rights
flowing from the Constitution. Unfortunately, this Bill fails on both counts. There are at least four
reasons why the Bill must be put through a process of rigorous pre-legislative consultation and
redrafted before it makes its way to Parliament.

First, the Bill seeks to dilute the provisions of the Right to Information (RTI) Act, which has
empowered citizens to access information and hold governments accountable. Experience has
shown that if people, especially the poor and marginalised, are to have any hope of obtaining
the benefits of welfare programmes, they must have access to relevant, granular information.
For instance, the National Food Security Act recognises the need for placing the details of ration
card holders and records of ration shops, including sale and stock registers, in the public domain
to enable social audits of the public distribution system. In the absence of publicly accessible
information, it is impossible for intended beneficiaries to access their rightful entitlement of food
grains. This is equally true for delivery of other social security programmes such as old age
pensions and scholarships. It is behind the cloak of secrecy that the rights of individuals are
most frequently abrogated and corruption thrives. In recognition of this principle, democracies
ensure public disclosure of voters’ lists with names, addresses and other details to enable
scrutiny and prevent electoral fraud.

The RTI Act includes a provision to protect privacy through Section 8(1)(j). In order to invoke this
Section to deny personal information, at least one of the following grounds has to be proven: the
information sought has no relationship to any public activity or public interest or is such that it
would cause unwarranted invasion of privacy and the Public Information Officer is satisfied that
there is no larger public interest that justifies disclosure. The proposed Bill seeks to amend this
Section to expand its purview and exempt all personal information from the ambit of the RTI Act.

Further, under the RTI Act, exemptions are not absolute. A key provision for limiting the
exemptions is the proviso to Section 8(1) which states that “information which cannot be denied
to the Parliament or a State Legislature shall not be denied to any person.” The government has
erred in interpreting this proviso as being applicable only to the privacy exemption of the RTI
law. There are several judicial pronouncements stating that it is applicable to all exemptions.
Based on an incorrect understanding of the RTI Act, this provision is sought to be deleted.
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The DPDP Bill needs to be suitably amended and harmonised with the provisions and objectives
of the RTI Act. This would be in line with the recommendation of the Justice A.P. Shah Report
on privacy that the “Privacy Act should clarify that publication of personal data for public
interest… and disclosure of information as required by the Right to Information Act should not
constitute an infringement of Privacy.” Neither the recognition of the right to privacy, nor the
enactment of a data protection law requires any amendment to the existing RTI law.

Second, by empowering the executive to draft rules on a range of issues, the proposed Bill
creates wide discretionary powers for the Central government and thus fails to safeguard
people’s right to privacy. For instance, under Section 18, it empowers the Central government to
exempt any government, or even private sector entities, from the provisions of the Bill by merely
issuing a notification.

Third, given that the government is the biggest data repository, it was imperative that the
oversight body set up under the law be adequately independent to act on violations of the law by
government entities. The Bill does not ensure autonomy of the Data Protection Board, the
institution responsible for enforcement of provisions of the law. The Central government is
empowered to determine the strength and composition of the Board and the process of selection
and removal of its chairperson and other members. Further, the chief executive responsible for
managing the Board is to be appointed by the government, which gives the government direct
control over the institution. The Central government is also empowered to assign the Board any
functions “under the provisions of this Act or under any other law.” The creation of a totally
government-controlled Data Protection Board, vested with the powers of a civil court and
empowered to impose fines up to 500 crore, is bound to raise serious apprehensions of its
misuse by the executive.

Finally, the Bill stipulates that the Data Protection Board shall be ‘digital by design’, including
receipt and disposal of complaints. As per the latest National Family Health Survey, only 33% of
women in India have ever used the Internet. The DPDP Bill, therefore, effectively fails millions of
people who do not have meaningful access to the Internet.
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‘With most cyberattacks originating from beyond India’s borders, international cooperation would
be critical to keep India’s digital space secure’ | Photo Credit: Getty Images/iStockphoto

The past few weeks have highlighted the soft underbelly of our fast expanding digital networks.
The first was the ransomware attack on the servers of India’s premium institute, the All India
Institute of Medical Sciences. Nearly 40 million health records were compromised and it took
over two weeks for the systems to be brought online. Soon afterwards, a ransomware gang,
BlackCat, breached the parent company of Solar Industries Limited, one of the Ministry of
Defence’s ammunition and explosives manufacturers, and extracted over 2 Terabyte of data.

Ransomwares have emerged as the most predominant of malicious cyberattacks. Here, the
perpetrators demand hefty payments for the release of withheld data. Data show that over 75%
of Indian organisations have faced such attacks, with each breach costing an average of 35
crore of damage. There are other malwares that could infect all kinds of computer systems. With
the lines between the physical and digital realms blurring rapidly, every critical infrastructure,
from transportation, power and banking systems, would become extremely vulnerable to the
assaults from hostile state and non-state actors.

Cyber capabilities are also playing a pivotal role, as seen in the ongoing conflict in Ukraine,
where electronic systems in warheads, radars and communication devices have reportedly been
rendered ineffective using hacking and GPS jamming. With cyber threats capable of
undermining our critical infrastructure, industry and security, a comprehensive cyber security
policy is the need of the hour.

In 2022, the Indian Computer Emergency Response Team (CERT-In), which is India’s
cybersecurity agency, introduced a set of guidelines for organisations to comply with when
connected to the digital realm. This included the mandatory obligation to report cyberattack
incidents within hours of identifying them, and designating a pointsperson with domain
knowledge to interact with CERT-In. India’s draft Digital Personal Protection Bill 2022 proposes
a penalty of up to 500 crore for data breaches. Recently, India’s armed forces created a Defence
Cyber Agency (DCyA), capable of offensive and defensive manoeuvres. All Indian States have
their own cyber command and control centres.

However, most organisations lack the tools to identify cyberattacks, let alone prevent them. India
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also faces an acute scarcity of cybersecurity professionals. India is projected to have a total
workforce of around 3,00,000 people in this sector in contrast to the 1.2 million people in the
United States.

Most of our organisations are in the private sector, and their participation remains limited in
India’s cybersecurity structures. They would be advised to look at the Digital Geneva
Convention, where over 30 global companies have signed a declaration to protect users and
customers from cyber breaches, and collaborate with like-minded intergovernmental and state
frameworks. With the introduction of 5G and the arrival of quantum computing, the potency of
malicious software, and avenues for digital security breaches would only increase. India’s
cybersecurity strategy would do well not to overlook these actualities and trends.

With most cyberattacks originating from beyond our borders, international cooperation would be
critical to keep our digital space secure. It would also be a cause which would find resonance
abroad. This year, cybercrimes are expected to cause damage worth an estimated $8 trillion
worldwide. India has already signed cybersecurity treaties, where the countries include the
United States, Russia, the United Kingdom, South Korea and the European Union. Even in
multinational frameworks such as the Quad and the I2U2 (which India is a member of) there are
efforts to enhance cooperation in cyber incident responses, technology collaboration, capacity
building, and in the improvement of cyber resilience. Yet, there is no truly global framework, with
many operating in silos.

Also read | Cyberattacks on Indian healthcare industry second highest in the world:
CloudSEK

Previous years have seen the United Nations General Assembly establish two processes on the
issues of security in the information and communication technologies (ICT) environment. One is
the Open-ended Working Group (OEWG), comprising the entire UN membership, established
through a resolution by Russia. The other is the resolution by the U.S., on the continuation of the
Group of Governmental Experts (GGE), comprising 25 countries from all the major regions. The
two antagonistic permanent members of the UN Security Council, counted among India’s most
important strategic partners, differ vastly on many aspects of the Internet, including openness,
restrictions on data flow, and digital sovereignty. Yet, based on adoption, member-states have
found the two resolutions to be complementary, and not mutually exclusive. Amidst the turbulent
current world events, these UN groups would struggle to have effective dialogues.

The G-20 summit this year in India, which will see participation by all the stakeholders driving
the global levers of power, is a rare opportunity to bring together domestic and international
engagement groups across the spectrum, and steer the direction of these consultations. India
could make an effort to conceptualise a global framework of common minimum acceptance for
cybersecurity. This would be one of the most significant contributions made by any nation
towards collective security in modern times.

Anil K. Antony is a technology entrepreneur, and a Munich Young Leader, 2023, Korber Stiftung
and Munich Security Conference. Tweets@anilkantony
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